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Cyberattacks Disrupt Learning Even 
More During COVID-19
By Alyson Klein 

J ust two weeks into the school year, 
the Rialto schools in California had 
to shut down virtual instruction for a 
week due to a malware attack.

Designed to disrupt or gain access 
to a school’s network, the malware attack also 
forced the 25,500-student district to collect–
and fix–thousands of school-issued digital de-
vices. Staffers wore masks and gloves as they 
worked, to protect themselves from potential 
COVID-19 infection. 

Cyberattacks on school districts are noth-
ing new. In fact, there have been nearly a thou-
sand such incidents since January of 2016, 
according to the K-12 Cybersecurity Research 
Center.

But, as schools nationwide are engaged in 
full-time remote instruction or a hybrid of in-
person and virtual learning, such attacks are 
arguably even more disruptive, both to stu-
dents’ educational as well as social and emo-
tional needs.

“I thought to myself, why would somebody 
do this to students? They are already going 
through so much,” said Syeda Jafri, a spokes-
woman for the Rialto district. She noted that 
many children in the district had lost a relative 
to the virus or had someone close to them get 
very sick. “COVID is disheartening enough 
for children. It’s just one more layer of chaos 
that could have been eliminated.”

What’s more, with so many students tak-
ing classes only from home, a cyberattack can 
have an outsized impact on schooling.

“If a school experiences a cyber incident 
and even a significant one in normal times, 
you still have a teacher in the classroom with 
students,” said Doug Levin, the founder and 
president of the K-12 Cybersecurity Resource 
Center. In that scenario, teachers “may not be 
able to follow their lesson plan, but can still do 
valuable things with that time. But if a cyber 
incident occurs in times of remote learning, 
the loss of that online access stops teaching 
and learning in its tracks.”

Plus, cyberattacks compound what is al-
ready a tense and difficult time for schools. 
“Everybody is on edge and has very little tol-
erance for these sorts of disruptions,” Levin 
said.

Not only are cyberattacks more trouble-
some at a time when virtual learning is at its 
peak, they appear to be on the rise since the 
beginning of this school year, said Levin, who 
has been tracking cyberattacks on schools 
since early 2016.

So far, there have been 220 attacks for the 
2020 calendar year, compared with 348 for 
the full 2019 calendar year. But the start of the 
school year is bringing a wave of new disrup-
tions, Levin said. “The cyber hackers are back 
at work,” he said. “Since Aug. 1, I’m seeing a 
spike for sure.”

This school year, Levin says, there have 
been, on average, two hacks a day. That’s un-
usually high, even for the start of a school year, 
when hacks tend to spike, he added.

Preparing for Cyberattacks

So how can school districts prepare for the 
possibility of an attack?

Levin suggested including not just IT staff, 
but the legal counsel and public relations de-
partment in creating a plan for how to handle 
a cyberattack. Districts should also know who 
their law enforcement contacts are, and con-
sider having a cybersecurity firm on retainer 
that can help with recovery and forensics.

And he suggests that districts advocate for 
resources to help build up their IT capacity, team 
up with nonprofits for cyber security monitoring, 
and partner with other school systems.

Communicating clearly with parents, 
teachers, and the community is also key, said 
Patty Mazur, a spokeswoman for the 25,000 
student Toledo school district in Ohio, which 
experienced an attack on Sept. 8, the first day 
of school. At the time, teachers were working 
from their classrooms in school buildings, 
while students were home, online.

The district recognized almost immedi-
ately that something was up.

“Around noon, we started hearing from 
schools that were losing their internet connec-
tion,” said Mazur. Some teachers were able to 
continue instruction using hotspots, but many 
had to stop teaching.

The district quickly launched a forensic 
search of its computer system. The pause in 
learning was relatively short-lived, with class-
es fully back online about a day and half later. 
The district also contacted the FBI, which is 
looking into the attack, Mazur said.

“It was just one more challenge that CO-
VID-19 has put in our paths for getting ready for 
the 2020-21 school year,” Mazur said. Her advice 
to other districts: Put out crisp, accurate infor-
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I thought to myself, why 
would somebody do this to 
students? They are already 
going through so much. 
COVID is disheartening 
enough for children. It’s 
just one more layer of 
chaos that could have been 
eliminated.”
SYEDA JAFRI
A SPOKESWOMAN FOR THE RIALTO 
DISTRICT, CALIFORNIA
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mation on the problem for the public. “Stay on 
top of it, be upfront,” and be sure that you have 
all the facts straight, so that you don’t have to 
backtrack, she said.

‘It Is Disheartening’

In Connecticut, the 18,000-student Hart-
ford Public Schools had planned to open on 
Sept. 8, for both in-person and online instruc-
tion. But the district suffered a malware attack 
that disrupted the system the district uses to 
communicate transportation routes with its 
bus company, Leslie Torres-Rodriguez, the 
district superintendent, told NBC Connecti-
cut. The district’s learning management sys-
tem wasn’t affected, she said. Hartford was 
able to resume classes the following day.

Sometimes, students are behind the at-
tacks. That was the case in Miami-Dade, the 
nation’s fourth largest district, which experi-
enced a spate of technical glitches in its first 
week of instruction, beginning Aug. 31. A 
16-year-old student used an online application 
to carry out the attacks and has been charged
in connection with them, according to a state-
ment from the 345,000-student district.

“It is disheartening that one of our own 
students has admitted to intentionally causing 
this kind of disruption,” said Superintendent 
of Schools Alberto M. Carvalho in a statement.

And in Virginia, the state’s largest sys-
tem, Fairfax County Schools, was hacked this 
month. The attackers are asking for a ransom 
payment. They have threatened to disclose 
personal information, including student dis-

ciplinary records and grades, according to 
WRC-TV in Washington. The 187,000-stu-
dent school system is working with law en-
forcement to resolve the problem.

Smaller districts haven’t been immune 
from cyberattacks, either. The 7,000-student 
Haywood school district in North Carolina’s 
Appalachian Mountains, had to pause its all-
virtual instruction for a week, due to an attack 
that is now under federal investigation.

The superintendent, Bill Nolte, suggests 
that districts make sure their networks are in 
good shape before an attack happens, since that 
will make an attack easier to fix. And he urges 
districts to “call on every available resource”–
local, state, and federal–to fix the problem.

“Things happen and the question is: how 
do you respond?” he asked. 

Published on October 15, 2020, in  
Education Week’s Digital Education Blog

Large, Well-
Off Suburban 
Districts Most 
Likely to Get 
Hacked
By Alyson Klein 

B ig. Wealthy. Suburban. Those 
are the school districts most 
likely to report a data breach, 
according to a report released 
Thursday by the Government 

Accountability Office, Congress’ investigative 
arm. Cybersecurity is an especially sensitive 
issue right now,  as schools around the coun-
try are operating virtually to avoid spreading 
COVID-19. 

The  agency found  that districts where 25 
percent or fewer students are eligible for free 
or reduced-price lunch comprised 26 percent of 
reported breaches, although they make up only 
15 percent of all districts across the country.

And it found that suburban districts were 
more likely to be the target of attacks than ur-
ban or rural districts. Suburban districts made 
up 61 percent of districts with breaches, al-
though they are only 39 percent of school dis-
tricts overall. On the other hand, rural districts 
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Congress Heightens Emphasis on K-12 
Cybersecurity During COVID-19
By Hannah Farrow 

F ederal lawmakers put a new 
focus on improving cyberse-
curity, including protections 
for schools, through a pair of 
measures aimed to create more 

leadership at the national level and encourage 
safeguards in classrooms.

One bill introduced in June 2020, the Na-
tional Cyber Director Act, seeks to appoint 
a federal cybersecurity director who would 
oversee cyber safety and regulations nation-
wide. The nominee would lead a strategy to 
address security risks in the U.S. cyberspace. 

Another piece of legislation, the Providing 
Resources for Ongoing Training and Educa-
tion in Cyber Technologies, or PROTECT Act, 
would help support the Department of Home-
land Security’s Cybersecurity Education and 
Training Assistance Program (CETAP) to 
promote career awareness, provide resources, 
and help to develop the cybersecurity skills of 
students in elementary and secondary schools 
across the country.

The bipartisan bill was introduced in early 
July by Sen. Jacky Rosen (D-NV) and Sen. Bill 
Cassidy (R-LA). 

“The current cybersecurity workforce 
shortage poses a threat to our national secu-
rity. To meet this challenge and prepare our 
nation for the economy of the future, we must 
invest in a robust cybersecurity workforce,” 
Sen. Rosen said in a news release. “This bipar-
tisan legislation would codify and strengthen 

the CETAP program, providing education and 
career opportunities in cyber and helping to 
bolster the number of applicants in this criti-
cal field.”

The PROTECT Act would “authorize and 
provide stability” to the CETAP program, 
seeking to implement the Cyber-Integrated 
Curricular Model (CICM) in schools, which 
provides hands-on, cybersecurity-integrated 
tools and introduces students to the cyber-
security profession. It also helps elementary, 
middle, and high school teachers develop their 
teaching abilities around cybersecurity issues.

As for the National Cyber Director Act, 

the Cyberspace Solarium Commission recom-
mended the measure based on a report pub-
lished in May,  Cybersecurity Lessons from 
the Pandemic. The report stated, “To survive 
future pandemics or catastrophic cyber inci-
dents, the nation needs secure, remote access 
to reliable cloud services.” The Committee 
on Oversight and Reform held a hearing on 
Wednesday, July 15 to discuss the next steps. 

Throughout the years, there have been 
many cyberattacks in schools. In 2015, Florida 
students were unable to access state tests be-
cause hackers outside the U.S. were disrupt-
ing the system. A  Missouri school district’s 
cybersecurity was deemed underprepared  in 
2016 after the state audited its cyber safety 
measures. And just a few months ago, a sur-
vey found  district leaders underestimate  the 
depths of cybersecurity risks.

Cyberattacks on schools come in many 
forms, including breaches of student and educa-
tor data, identity theft, and money theft through 
business email compromises, according to Doug 
Levin, president of EdTech Strategies. 

Along with introducing students to cyber-
security careers, the PROTECT Act could also 
teach students about proper cyber hygiene prac-
tices, such as how to create strong passwords 
and how to avoid phishing emails, Levin said.

“It’s critical that students receive continu-
ing and ongoing education on basic cyber hy-
giene practices,” Levin said. “There is no good 
place for students to get reliable and trustwor-
thy information on how to keep themselves se-
cure. Schools are a very logical place to do this, 

comprised 21 percent of districts with reported 
breaches even though they make up 42 percent 
of school districts overall. Urban districts com-
prise 19 percent of all districts, but 17 percent of 
districts with reported data breaches.

What’s more, larger districts also tend 
to be targets of reported attacks more often 
than smaller districts. School districts with 
fewer than 1,000 students comprise 60 
percent of all districts, but just 18 percent of 
those with reported hacks. Meanwhile, dis-
tricts with more than 10,000 students make 
up just 5 percent of districts overall, but com-

prised 30 percent of reported hacks,
Why might that be? Experts who spoke to 

the GAO said that, for one thing, it might be eas-
ier to target larger districts since they are likely 
to have more staff members and, therefore, 
more people to respond to a potential phishing 
email. And bigger, wealthier districts are more 
likely to use more technology than smaller, 
poorer districts, which also provides more op-
portunities for a breach. Wealthy, large, subur-
ban districts are also more likely to have people 
constantly monitoring their networks (such as a 
chief technology officer) and may notice an at-

tack which less well-resourced district may not.
More than half of data breaches are inten-

tional, the report found, while about a quarter 
are accidental. When the breach was inten-
tional, students were most often responsible. 
And grade changes were the most common 
motivation. When the breach was an acci-
dent, staff were most often responsible. For 
instance, staffers might email data to the 
wrong recipients or post it on a public website, 
which is considered a breach.

The GAO’s analysis relied on data from 
the K-12 Cybersecurity Research Center.  

School district IT systems 
are interconnected with 
other local state and federal 
systems, including voting 
systems, law enforcement, 
systems that have to do 
with employment and 
commerce.”
DOUG LEVIN
PRESIDENT, EDTECH STRATEGIES
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Coronavirus Compounds K-12 Cybersecurity  
Problems: 5 Areas to Watch
By Jake Maher

C ybersecurity experts have 
warned about coronavirus pan-
demic-related phishing scams 
targeting all sectors of the 
economy, from health care and 

consumer products to banking. Now, schools 
are being warned to be extra vigilant too.

Doug Levin, the founder and president of 
the K-12 Cybersecurity Resource Center, point-
ed out that schools have long been the subject of 
“drive-by” phishing scams: mass blasts of dubi-
ous emails looking to gather personal informa-
tion. In recent years, they’ve also been hit with 
more sophisticated and targeted attacks.

The coronavirus pandemic, Levin said, 
compounds the problem.

“Scammers and criminals really under-
stand the human psyche and the desire for 
people to get more information and to feel 
in some cases, I think it’s fair to say in terms 
of coronavirus, some level of panic,” he said. 
“That makes people more likely to suspend 
judgment for messages that might otherwise 
be suspicious, and more likely to click on a 
document because it sounds urgent and im-
portant and relevant to them, even if they 
weren’t expecting it.”

Here are 5 takeaways from a recent conver-
sation Education Week had with Levin.

1. Remote Classes Can Make Schools 
More Susceptible

Moving to remote classes is an important 
step in promoting social distancing in order to 
limit the coronavirus’ spread, but having stu-
dents and teachers access schools’ networks 
remotely also increases the potential for an at-
tack, according to Levin.

“With more teachers and students online, 
particularly if they’re doing it from less con-
trolled environments outside of the school, the 
attack surface of the school community is in-
creased,” he said.

“In many cases, all it takes is for one person 
to make a mistake in a school community for 
a school district network to get infected, or a 
data breach to happen.”

2. Don’t Count on the Same Level of 
IT Support as Usual

Another challenge of a large number of 
students and teachers working remotely is 
that the increasing number of IT problems as-
sociated with e-learning will divert resources 
away from cybersecurity. Schools, Levin said, 
also tend to have older IT infrastructures, 

and staff that may not be as highly trained in 
cybersecurity as people in industries such as 
banking and healthcare.

If IT staff members have to work remotely, 
and maybe also have to deal with a flood of 
low-level tech support issues, they are going to 
be able to be less attentive to incidents as they 
start to emerge, according to Levin.

Hackers often pick chaotic times or mo-
ments when schools’ defenses are down, like 
spring break or the time right before school 
starts, to attack, Levin added. The coronavirus 
pandemic is a large enough social disruption 
to attract that kind of attention.

3. Even Small Schools Aren’t Safe
A common misconception, Levin empha-

sized, is that smaller schools are safer because 

particularly as schools themselves are reliant 
on technology more and more to interact with 
students.”

Interconnected IT Systems

The federal government has a responsibil-
ity to lead cyber protection efforts, because 

it encourages schools to adopt new technolo-
gies, Levin said. Plus, schools are online gate-
ways into other local, state, and federal gov-
ernment agencies. 

“School district IT systems are intercon-
nected with other local state and federal 
systems,  including voting systems, law en-
forcement, systems that have to do with em-

ployment and commerce,” Levin said. 
A national cybersecurity director would 

help connect schools so they could share in-
formation about cybersecurity challenges 
they are facing. “When something happens in 
a school district, other school districts around 
the country may or may not ever hear about 
what happened,” Levin said.   
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Cyberattacks On Schools: How Educators Are Responding

4 Big Cybersecurity Priorities  
for Schools: Training, Purchasing, 
Monitoring, and Budgeting
By Mark Lieberman

C yberattacks are on the rise in 
computer networks across the 
country, leaving many schools 
scrambling to contain threats 
and educate communities 

on device etiquette. To get a better sense of 
what’s working to address this challenge, Edu-
cation Week partnered with the Consortium 
for School Networking, or CoSN, to survey 513 
K-12 technology leaders on how they are deal-

ing with the latest cybersecurity challenges. 
Education Week followed up with interviews 
of chief technology officers to better under-
stand what approaches are working to curb 
and clean up cyberattacks. Here are four key 
areas ed-tech leaders should address:

Training

The survey of K-12 technology lead-
ers featured a list of techniques for deal-
ing with cybersecurity challenges, ask-

ing them to mark “yes” for the ones that 
apply and “no” for the ones that don’t. Tech-
niques involving training ranked highest:  
77 percent of respondents said they’re 
training IT staff, 69 percent said they’re 
encouraging staff members to upgrade 
passwords, and 63 percent said they’re 
working on training end users, such as 
teachers and students.

A little more than a year ago, Keith Bock-
woldt was promoted to chief information 
officer for Hinsdale Township High School 
District 86 in Illinois. Only a few months after 
he started in the role, a teacher clicked on an 
email that purported to be from a former stu-
dent. It ended up creating a malware infection 
that required Bockwoldt to tap into cybersecu-
rity insurance for the first time in his 21 years 
working in the district.

That experience underscored for him the 
importance of arming teachers with knowl-
edge of real-world situations in which they can 
play a major role. Bockwoldt started offering 
lessons to teachers during their prep periods, 
showing them videos that opened a window 
into a day in the life of a hacker.

“They were like, ‘Wow, that really hap-
pens,’ ” Bockwoldt said. “It really gave them 
an awareness.”

Bockwoldt naturally has had more success 
getting through to teachers when he speaks 
“in layman’s terms” rather than overloading 
them with tech jargon. He also recommends 
getting the board of education involved in the 
discussions.

Melissa Tebbenkamp, the director of in-
structional technology for the Raytown Qual-
ity schools in Missouri, said her team tries to 
engage teachers with humor, tossing memes 
into short weekly emails to keep the issues top 

hackers don’t think it’s worth their time to tar-
get districts with only a few students.

“Based on the evidence I’ve seen about 
school cybersecurity events, the criminals and 
the scammers absolutely don’t care who you 
are, where you are,” Levin said. “It is just as 
easy to send an email to a rural small school as 
it is to a large bank.”

4. Be Careful With Suspicious-Look-
ing Links

In the days and weeks ahead, Levin said, 
schools need to redouble their precautions 
against opening suspicious links and email at-
tachments from unknown or dubious addresses.

“School districts would do well to warn 
and build awareness, among both students 
and teachers, to have a little bit of skepticism 
when they are getting information appearing 
in their inboxes related to coronavirus, just to 
double-check who it is being sent from, wheth-
er this was an email they were expecting,” 
Levin said. “If it’s from an email address they 
don’t recognize or normally don’t get messag-
es from, I think it’s important to double check 
that email address.”

He added that if teachers or students think 
they’re receiving phishing emails, they should 
reach out to their IT staff to report it immedi-
ately.

5. Schools That Already Practice Good
Cybersecurity Should Be Safe

Levin emphasized that for schools that are 
already on the lookout for cybercrime, their 
preventative measures should be enough.

“This is a time when schools would do well 
to be extra vigilant,” he said. “But the good 
news is these sorts of incidents [can be pre-
vented] if there are good cybersecurity prac-
tices in place already.”

The coronavirus pandemic and the phish-
ing scams that come in its wake should be 
a reminder, Levin said, that cybersecurity 
“needs to be a part of schools’ continuity 
plan.” 
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of mind throughout the year.
Training has made a difference, Bockwoldt 

said. He’s started getting more suspicious 
emails forwarded to him from teachers who 
haven’t opened them.

Purchasing

Tackling cybersecurity often means ac-
knowledging areas where the school needs 
outside help. Sixty-three percent of re-
spondents to the CoSN/Education Week 
survey said they’re purchasing specific 
cybersecurity products and services.

Diane Doersch, who retired last year as 
chief technology and information officer for 
the Green Bay public schools in Wisconsin, 
likes the tool ClassLink, which provides single 
sign-on infrastructure for online applications, 
keeping the data secure. In general, she found 
that the most valuable way to get the most out 
of products was to meet regularly with the 
companies that provide them.

“I had quarterly meetings with the company 
that provided our firewall,” Doersch said. “They 
had the very specifics on how many times your 
district was pinged by a foreign nation.”

Tebbenkamp is less bullish on the poten-
tial for outside companies to help schools. 
“There’s a lot of products and services out on 
the market that aren’t a good fit for us,” she 

said. “Every district should take the time to 
evaluate whether it’s a good fit.”

She’s found that many existing products 
have cheaper open-source alternatives. Some-
times, an investment is worthwhile, such as 
an intrusion-detection system that scans her 
district’s online traffic, identifies threats, and 
paints a picture of the district’s normal traf-
fic patterns. Tebbenkamp said the investment 
was small but the district got a lot out of it.

Monitoring

More than half of survey respondents 
said they’re engaged in real-time moni-
toring to detect security threats. School 
networks present an overwhelming amount of 
information, Tebbenkamp said. It’s important 
to prioritize—she deputizes two people each 
morning to look at dashboards, scan daily re-
ports, and flag items that appear out of the or-
dinary. Part of her team combs through news 
threads and weekly briefings; if one person 
doesn’t catch something, another might.

“I think the biggest piece is what data do 
you really need to be looking at. You need to 
establish: What logs should you be collect-
ing and reviewing? What network activities 
do you need to be monitoring?” Tebbenkamp 
said. She’s also resigned herself to accepting 
that “something slips through the cracks” no 

matter how much monitoring takes place.

Budgeting

Resources are always at a premium in K-12 
schools, which means finding adequate funds 
for cybersecurity initiatives can be challeng-
ing. Only 12 percent of survey respondents 
said their district has a budget line item 
for cybersecurity, and just 20 percent 
have created a cybersecurity team.

Tebbenkamp said in a perfect world, she 
would add a chief privacy officer, rather than 
having her network system administrator 
lead her security team, and hire a data-secu-
rity specialist. More cybersecurity experts 
couldn’t hurt, she said. But she’s found success 
with designating a “core group of individuals” 
on her broader team who have cybersecurity 
among their duties.

“They’re not going to have all that knowl-
edge, so you need all of your key knowledge 
stakeholders to be part of a team so you’re not 
making decisions in isolation,” she said.

Added Hinsdale High’s Bockwoldt, “I’ve 
seen that happen at so many places: You didn’t 
have the processes in place to take care of 
it. All of a sudden, something bad happens, 
you’re throwing all kinds of money at it,” he 
said. “Having that conversation at a cabinet 
level is extremely important.”  

Published on March 17, 2020, in Education Week’s Special Report: Cyberattacks On Schools: How Educators Are Responding

Cyberattacks Force Schools to Bolster Online Security
By Alyson Klein 

T he notification came in at 
5:30 a.m. that something was 
wrong with the servers in the 
Cherry Hill School District 
outside Philadelphia. By 7:30, 

Wi-Fi was down. Email too.
Superintendent Joseph Meloche and his 

team later learned that a hacker had taken 
over their system, potentially through a phish-
ing email. It took district officials and a slew of 
vendors more than two weeks to get everything 
back up and running, from staff email to the 
checkout system used in the school libraries. 
That meant 20-hour days, with emails flying 
back and forth daily from 5:30 a.m. to midnight.

And although learning was uninterrupt-
ed, the experience last fall was more than just —
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In Wendy’s view, “We have benefited greatly from a strategic plan because it set a clear vision for us to follow

despite the uncertainty of the moment.” 

As was the case elsewhere, Wichita’s teachers were asked to generate new lesson plans for remote learning and IT 

professionals were asked to design solutions for problems with devices, connectivity, and access. Wichita’s 

commitment to strategic planning, including investing in Microsoft’s educational technologies, helped the district 

navigate the pandemic and help avoid the many challenging scenarios that have hampered other educational 

organizations worldwide. In Wendy’s view, “We have benefited greatly from a strategic plan because it set a clear 

vision for us to follow despite the uncertainty of the moment.” 

From devices to software: How investing in a cohesive ecosystem has paid dividends in a crisis 

Rob Dickson is the CIO for the Wichita Public School system, and he credits much of Wichita’s success to the 

technology decisions made before the pandemic. He explains, “I think there's a huge efficiency of having the 

manufacturer of the hardware and the manufacturer of the solution be the same company. You have to think 

about that holistic ecosystem.”  

Prior to Rob’s arrival, the district’s approach to technology looked a bit different. There was a noticeable digital 

divide among the students, teachers had not received professional development on existing technology, and 

there was a strong sense of skepticism regarding the cloud. As Rob notes, “I would say from my 30,000-foot view, 

coming into the district, the mindset here was very much still on-premises, a very much old-school way of thinking 

internal protected network versus this notion of trusting the cloud.”  

Rob began by adopting Microsoft 365 and pushing to use Microsoft Azure for key resources. Then, after reviewing 

the existing device inventory, he and his team began planning for device obsolescence with the added goal of 

getting to a 1:1 device model within a year and half. Rob’s group then implemented Surface Pro 7 as the standard 

device for all faculty and staff, and the Surface Go 2 with LTE and HP devices for students at the new virtual school, 

Education Imagine Academy. As he explains, “What is nice about a Surface Pro is that it's a modern computing 

device. The teacher has a case that they can hold easily with their hand, and they can do classroom management 

while walking and assisting.”  

With resources in the cloud and device standardization underway, Rob was working on integrating much of the 

rest of the Microsoft 365 ecosystem when the pandemic struck. The transition required quick thinking and fast 

action. Rather than focusing on how to help students in a controlled classroom environment, he reflects, “If we 

have 50,000 kids in a remote environment, how do I support 50,000 different environments? So, you just basically 

turn the model inside out.”  

According to Rob, the district started by provisioning resources outside the network with tools. As he notes, “All of 

our apps are now provisioned via Azure proxy services. And we couldn't have done [it] in the old system because 

our VPN agents would not have been able to support it when we went remote. Had we not been able to just pivot 

very quickly, everything would have come to a halt—because we just wouldn’t have been able to supply people 

with the right resources.” 

With new strategies for pivoting resources in place, Dickson turned to devices. By the end of October 2020, 

Wichita Public Schools will have 49,000 student devices and 6,000 additional devices for faculty and staff. Rob 

used the Windows 10 Out of Box Experience and Microsoft Intune for Education to deploy the first 32,000 devices 
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in five days. As Rob observes, “We take the devices that arrive and automatically hash them into Intune. From

there, a student simply logs in with their school district account. Based upon the hardware hash and user account, 

their apps then automatically provision to the device.”  

The benefits of this approach have become apparent as the school can customize the devices for individual 

student needs. “We provisioned CTE curriculum with software that was specific to a class,” Rob explains. “Because 

those containers are synced with our student information system, I can now designate software based upon a 

class that a student's taking that semester. We had never deployed software like this before, because everything 

was on-premises. And now, we are customizing the student experience while the students are still at home.” 

Fostering innovation and collaboration with Microsoft Teams, Power Apps, Power Automate, and Power BI 

As has been the case for many school districts around the world, the constraints imposed by remote learning have 

been key motivators for developing new and innovative approaches to education. In Wichita, the demand for 

remote learning led to a dramatic need for communication tools and efficient methods of decision making with a 

primacy on ways of looking at data to gauge the strengths and weaknesses of the new policies and procedures.  

Microsoft Teams was introduced as a district-wide tool in late 2019, but the switch to remote learning propelled 

Teams to the forefront of the district’s strategy for handling the crisis. According to Rob, Teams became a crucial 

digital hub that integrated and synced a wide variety of data for educators while also acting as the primary tool for 

all meetings, and soon be used to link grades to student data. In Rob’s estimation, “Thankfully we had the 

ecosystem set because Teams became the default for how we did things.” 

Although Teams has been instrumental for administrators and teachers, Rob points out that it has also been 

transformative for the students. “We now get to teach kids how to have a social, regular conversations in an 

environment that they are used to,” he explains. “In Teams, I can now teach that level of digital literacy to show 

how to have a meaningful conversation in a classroom setting that is very much a replication of what they do 

every day in the hundreds of thousands of apps that they use to communicate with each other.” With the help of 

Teams, Wichita Public Schools has been able to leverage its ecosystem to foster new and exciting 21st century 

learning techniques that benefit administrators, teachers, and students.  

To facilitate collaboration and innovation within the ecosystem, the district has also taken advantage of Microsoft 

Power Automate and Power Apps to streamline automation and creation of new apps. “One of the things that we 

realized in the old paper-based process was that we weren't giving timely feedback if something was approved or 

not approved,” Rob notes. “In the new ecosystem, people get feedback every time as an app is either accepted or 

declined. Approved items then go out to a Power BI dashboard, and then anyone can go to that dashboard and 

see by grade level or by content area what apps are approved for what instructional purpose.”  

Microsoft Power BI is not only useful for helping teachers understand what apps are available, but the district has 

also used Power BI to monitor student success—including everything from attendance to classroom activities. 

According to Wendy, “As a Power BI user, I'm finally able to answer my own questions. It provides a great deal of 

flexibility, which gives me an ability to understand stories and understand what data is telling us—not hysterics on 

social media or anecdotal examples. I want the data to power the stories, and that's been really enlightening to be 

able to see that and have that flexibility as we have moved through.” 

Focusing on the mission: How students benefit from the strategic plan and cohesive Microsoft ecosystem 
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Wichita Public Schools has truly embraced the Microsoft ecosystem to empower its stakeholders to find ways for

students and educators to thrive under incredibly challenging circumstances. “We are the largest single producer 

of new workforce every year in our community,” notes Wendy. “And our community really looks to us to 

collaborate and support community needs for workforce.” When the district shifted to remote work and learning, 

its strategic plan became an essential organizing framework for making sure that students were prioritized during 

the tumultuous period of transition. The district’s commitment to using the entire Microsoft ecosystem—from 

devices to the various Microsoft 365 tools—has helped district leaders to facilitate innovation and collaboration 

where other districts have struggled.  

The key, according to Rob, is that the district was already in a position to utilize the Microsoft ecosystem to 

develop rapid responses to the transition to remote learning without asking teachers to sacrifice the goals for 

their students. As he concludes, “With the Microsoft ecosystem, I can think about a holistic approach to having a 

collaborative space where everyone is contributing. We constantly think about all the things that go into a face-

to-face classroom environment, and now that we have these tools, we can work to replicate those functions in a 

remote learning environment.”  

For administrators, educators, parents, and students, that means that the Wichita Public School district is in a 

position to mark its 150-year anniversary with the full confidence that the community is well-positioned to 

continue to succeed, no matter what challenges lie ahead. The stakes couldn’t be higher. As Wendy notes, “We 

have 50,000 students, and they have one chance to get it right on any given day or any given school year. What is 

at stake is whether our kids will get the best possible education that we can offer them.” 

View the story online at: 

https://customers.microsoft.com/en-us/story/853660-wichita-public-schools-education-azure-en-united-states 
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a technical nightmare, Meloche said. The 
district had to explain to parents why they 
were unable to email their child’s teacher.

“It seemed like, ‘Wow, the district is falling 
apart,’ but we were actually functioning and 
functioning well,” said Farrah Mahan, Cherry 
Hill’s curriculum director. Still, the task of get-
ting back to normal was grueling. “This was a 
marathon, you have to be slow and steady and 
pace yourself. There was a lot of conversation 
about self-care and making sure that we were 
taking some moments to be offline.”

Cherry Hill is far from alone. There have 
been at least 775 publicly disclosed cyber inci-
dents nationally since 2016. That includes phish-
ing attacks, data breaches, ransomware attacks, 
and denial-of-service attacks, according to the 
K-12 Cybersecurity Resource Center. And the 
number of incidents more than doubled in 2019, 
compared with 2018, from 122 to 348.

In fact, 2019 had the highest number of in-
cidents since Douglas Levin, the founder and 
president of EdTech Strategies, began track-
ing the problem.

One possible explanation: School hacks 
are increasing because K-12 school systems 
are so reliant on technology and have poten-
tially valuable data on students and employ-
ees, Levin said. “There are bad guys who are 
targeting [schools] because they’ve become 
successful,” Levin said.

He added that the coronavirus pandemic 
could exacerbate the problem because hack-
ers play on people’s fears, more students 
could be using school-issued devices at home 
more often, and dealing with coronavirus-
related technology needs could divert IT re-
sources away from cybersecurity efforts.

Serious Consequences

Some systems, including Alabama’s 
Houston County school district, have had 
to close or postpone classes. The Rockville 
Center School District outside New York 
City paid hackers $100,000 to recover its 
data, according to local news reports. (The 
payment was covered by the district’s insur-
ance policy, the local radio station reported.) 
Back in September, Louisiana Gov. John Bel 
Edwards, a Democrat, declared a statewide 
emergency after school systems in three par-
ishes were hit by cyberattacks.

Districts are coping mostly with ransom-
ware attacks, which will encrypt files in a com-
puter and can quickly render entire systems 
inaccessible, and phishing attacks, which seek 
to steal employee credentials so that hackers 
can get into a computer system or steal valu-

able data, said Amy McLaughlin, the cyberse-
curity director for the Consortium for School 
Networking.

These tactics aren’t always sophisticated. 
The classic phishing attack could be an email 
that says something like “this is an emergen-
cy, please send all W-2 forms for current em-
ployees,” McLaughlin said. Or a hacker may 
try to copy the email of a district leader, say the 
superintendent, and ask their executive team 
to buy gift-certificates and send the codes to 
them right away.

K-12 systems make “really easy targets” be-
cause they are staffed by helpful, diligent peo-
ple, and because district leaders’ schedules are 
a matter of public record, so it would be easy 
for a hacker to include seemingly relevant de-
tails in a phishing email, McLaughlin said.

‘Cybersafety’ Is Key Word

McLaughlin’s number one piece of advice 
for combatting those types of scams? Train 
staff. And she’s not talking about a quick, 
15-minute annual in-service training, sand-
wiched between other professional develop-
ment. She’d rather see “an ongoing marketing 
campaign” where everyone in the district re-
minds staff, and even students, to report phish-
ing scams. Districts could offer a reward each 
month for the person who reports the most 
potential problems, she suggested, or have stu-
dents make posters about the problem.

Staff should be encouraged to report ev-
ery possible attempt. District tech leaders 
“would much rather spend time saying, ‘nope 
that’s not legit,’ than to have someone click 
[on a suspicious link or email] even once.”

She also suggests districts use the term 
“cybersafety” when discussing these issues. 
“When you talk about safety, people listen,” 
she explained. “When you talk about cyber-
security, it sounds like some nerdy, geeky 
thing and their eyes glaze over.”

Reporting every possible hacking attempt 
is advice Cherry Hill took after the hack earlier 
this year. After the incident, district leadership 
also moved email to a cloud-based system, with 
two-factor authentication. And officials told 
employees, “If you receive an email from an ex-
ternal person, if you don’t recognize the person 
or the name, don’t click on any forms,” Mahan 
said. “One person in a district of 11,000 could 
bring down our entire system. You have to be 
mindful of what you’re clicking on.”

But not every district trains its employees on 
cybersecurity. In fact, in a survey conducted by 
CoSn and Education Week, 44 percent of CTOs 
said they don’t offer such training. Another 35 

percent said they offer training to both teachers 
and principals. And nearly 18 percent said they 
planned to add training this school year.

Back Up Computer Systems

Districts also need to do some technical 
work, including backing up their systems, 
and testing those backups. “A lot of ransom-
ware attacks are successful because backups 
have been compromised,” McLaughlin said. 
Staff should make sure they are storing files 
in a place where it can be backed up, not di-
rectly on their laptops.

Jason Dial, the superintendent of the Ava 
R1 school district, in southwestern Missouri, 
which experienced an attack earlier this 
school year, seconded that advice.

“Be sure that you have quality backup so-
lutions,” he said. “If it hasn’t happened to you 
yet, it’s going to happen. In order to be ready 
for it, you have to make sure you have prepared 
yourself so that you’re not down very long.” 
His district, he said, had recently installed 
backups and “didn’t lose anything” but “if it 
had happened to us a year ago, we would have 
been in a lot worse situation.”

Many districts are already working on 
backups, according to the CoSn/Education 
Week survey of 513 K-12 technology leaders 
in the United States Seventy-three percent of 
education technology leaders suggested they 
were backing up all information and storing 
it off site in case of an attack. Other popular 

If you receive an email from 
an external person, if you 
don’t recognize the person 
or the name, don’t click on 
any forms. One person in 
a district of 11,000 could 
bring down our entire 
system. You have to be 
mindful of what you’re 
clicking on.”
FARRAH MAHAN
CHERRY HILL’S CURRICULUM DIRECTOR
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strategies included encouraging staff 
to upgrade passwords (69 percent), in-
creasing use of encryption (47 percent), 
having cybersecurity practices audited 
by an outside organization (34 percent), 
and convening a cybersecurity team (20 
percent).

Sometimes, hackers demand a 
ransom for restoring a district’s data. 
McLaughlin’s advice: Don’t pony up. 
“I would certainly recommend against 
paying, because it’s just like kidnap-
ping,” she said. “People will continue to 
do that if they continue to get rewarded.”

Dial said that when district officials 
arrived at school on the day of the hack, 
several printers had messages on them 
saying “we have locked all of your data. 
If you would like it back, please send an 
email to this email address and we will 
send further instructions.”

But the hackers never heard from the 
Missouri district. “We choose not to re-
spond to those types of threats. We knew 
that we had quality backup solutions off 
site,” Dial said.

And, in case the worst happens, 
McLaughlin recommends districts have 
a cyber security plan in place that’s been 
read and vetted by lawyers. Key staff 
should know what they need to do and 
what sort of information they need to 
have, in the event that they have to call 
the insurance company.

District leaders also need to make 
sure they have an incident response plan 
in the event of a cyber event—and they 
should practice it, just like they would a 
fire drill, McLaughlin said. “Having that 
pre-prepped is so much better than trying 
to build an airplane while you’re flying 
it,” she explained.

Another piece of wisdom from dis-
trict leaders who have weathered at-
tacks: Be sure to put some money aside 
in case the worst happens. Bob Blalock, 
the technology coordinator in Hous-
ton County, said his district might have 
ended up in a tight financial spot without 
some funding in reserves.

“We were very fortunate we had some 
budget for an emergency situation,” he 
said. “We are not an affluent school sys-
tem.” (Blalock declined to say just how 
much the district spent rectifying the 
situation other than that it was “very ex-
pensive.”)  

Intern Jake Maher contributed to this article.
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OPINION 

Published March 19,2019, in Education Week’s Special Report:  
K-12 Cybersecurity: Big Threats And Best Practices

Why K-12 Cybersecurity Is Only as 
Good as the Leadership at the Top 
By Doug Levin

B orn in the 20th century, most 
superintendents and school 
board members are not experts 
in issues of technology, much 
less cybersecurity. As schools 

are growing increasingly reliant on 21st century 
technology for teaching, learning, and school 
operations, this lack of expertise has conse-
quences and introduces new risks to school dis-
trict operations.

Consider that of the 18 peer groups investi-
gated by the Multi-State Information Sharing 
& Analysis Center in a recent review, local K-12 
schools were reported to have the least mature 
cybersecurity risk-management practices of 
any state or local government agency. Similar-
ly, a survey published last year by the National 
School Boards Association  found that school 
officials are less prepared for cyberattacks 
than their peers in private sector companies.

As they juggle other critical priorities, su-
perintendents and school board members may 
wonder what the scope of their responsibil-
ity should be in weighing cybersecurity risks 
and protecting against threats. After all, isn’t 
that the purpose of cybersecurity insurance 
and the role of district technology staff? Why 
would district leaders be expected to do more? 

In what ways could they do more?
The hard truth is that we won’t see fewer 

data breaches, fewer successful phishing at-
tacks, and fewer ransomware incidents in 
schools until superintendents and school 
board members jointly embrace their cyber-
security governance responsibilities. Just as 
district leaders maintain the responsibility to 
manage risks to students’ physical safety and 
health in the context of natural and man-made 
incidents, they also need to take a lead role in 
ensuring that their school systems are appro-
priately managing the digital risks to school 
communities introduced by the embrace of 
technology. These include risks to the confi-
dentiality of data collected by school districts 
and their vendors, risks to the integrity (i.e., 
the accuracy and completeness) of that data, 
and risks to the availability of IT systems and 
data integral to the day-to-day experiences of 
students, teachers, and administrators.

There are three primary ways that su-
perintendents and school board members—
working in partnership with district technol-
ogy staff—need to exercise their cybersecurity 
governance responsibilities.

The first is via their ability to set priorities 
for their school district. Every district needs to 
develop, formally adopt, and implement a plan 
to manage the cybersecurity threats and risks 
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they are facing. Such a plan should identify the 
district’s critical IT and data assets, and de-
tail how risks to those assets will be mitigated 
through policies, practices, and/or technology 
tools. It should explain for which risks insur-
ance will be purchased, and—given that there 
are no 100 percent guarantees with cyberse-
curity—which risks will be accepted.

In addition, a district cybersecurity plan 
should include procedures and guidelines for 
how the district will respond to cybersecu-
rity incidents experienced by the district (or its 
vendors) when they inevitably occur. This is a 
question of liability—districts have been sued 
for negligent cybersecurity practices in the 
wake of significant incidents—as well as legal 
compliance under evolving federal and state 
privacy, cybersecurity, and data-breach notifi-
cation laws. Indeed, district leaders would do 
well to anticipate that when their district ex-
periences a significant data breach or cyberse-
curity incident, school community members, 
government agencies and law enforcement, 
insurance providers, and the media all will 
come to them seeking public answers and ac-
countability.

Superintendents and school board mem-
bers also need to show leadership on cyberse-
curity through their authority over the budget 
process. As part of their fiduciary oversight of 
school districts, superintendents and board 
members should be able to crosswalk their cy-
bersecurity risk-mitigation plans to budget ex-
penditures and track that spending over time. 
That is not to suggest that there is a magic dol-
lar figure or percentage of a school IT budget 
that should be spent on cybersecurity-related 
activities as evidence of good practice. But by 
working with district technology staff to make 
explicit budget assumptions and expenditures, 
district leaders can ensure and document that 
cybersecurity measures are being supported 
and are keeping pace with emerging threats 
and protections. In cases where spending does 
not match the need, budget transparency can 
help garner the data necessary to re-allocate 
or seek out additional funding.

Finally, superintendents and school board 
members need to put in place a process to as-
sess the quality of their cybersecurity plans 
and spending at least once a year through 
clear organizational metrics. Such metrics 
should include—at a minimum—a reporting 
of the number, variety, and severity of cyber-
security incidents affecting or targeting the 
district and its vendors and partners, as well 
as one or more measures of the cybersecurity 
awareness of district staff. The process of de-
termining and periodically tracking progress 

against a small set of meaningful metrics 
will go a long way toward moving cybersecu-
rity risk management from district technology 
staff’s hands alone to weaving it throughout 
the culture of the district.

District leaders are not only accountable 
to the public for managing cybersecurity 
threats; they are themselves disproportion-
ately targeted by hackers. That means it’s 
critically important for superintendents and 
school board members to set a good example 
via participation in cybersecurity training 
and awareness events and strict adherence to 
district policies.

Schools’ reliance on technology for teach-
ing, learning, and school operations will con-
tinue to grow. Every district needs to adopt a 
plan to manage cybersecurity risks, make sure 
they’re putting the money and resources into 
supporting that plan, and track the success of 
their strategy over time. District technology 
staff can’t do all of that work on their own. 
Superintendents and school board members 
should commit to creating a culture across 
their districts that anticipates cyber risks, 
rather than waiting to respond to attacks from 
malicious actors after the fact. 

Doug Levin is president of  EdTech Strategies, 
LLC  and founder of the K-12 Cybersecurity Re-
source Center, which was launched in 2018 to shed 
light on the emerging cybersecurity risks facing 
U.S. K-12 public schools. He has been engaged in 
education and technology policy issues for over two 
decades in a variety of prominent roles, including 
serving previously as executive director of the State 
Educational Technology Directors Association.
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